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] ) 1
~ Functions of intrusion detection systems

Network Security 5.2 Security Practices

Intrusion Detection

B AU : May-14,17, Dec.-14,15

e Intrusion is the act of gaining unauthorized access to a system so as to cause loss.

-+ o Intrusion detection is the act of detecting unwanted traffic on a network or a

}

device.

o Intrusion Detection Systems (IDSs) attempt to identify attacks by comparing
collected data to predefined signatures known te be malicious or to a model of

legal behavior.

e Intrusion detection systems are software or hardware systems that automate the
- process of monitoring the events occurring in a computer system or network,
analyzing them for signs of security problems.



Security Practices
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* Another method is to define what normal usage of the system comprises using a
strict mathematical model, and flag any deviation from this as an attack. This is

known as strict anomaly detection.

e The measures and techniques used in anomaly detectlon include : Thrgshold

detection, statistical measures, and rule-based measures.

Advantages of anomaly detection

1. IDSs based on anomaly detection detect unusual behavior and thus have the
ability to detect symptoms of attacks without specific knowledge of details.

2. Anomaly detectors can produce information that can in turn be used to define
signatures for misuse detectors.

Dlsadvantages of anomaly detectlon

\
i
[
|

1. Anomaly detection approaches usually produce a large number of false alarms
due to the unpredictable behaviors of users and networks.

2. Anomaly detection approaches often require extensive "training sets" of system
event records in order to characterize normal behavior patterns.

| EF] signature-based Detection

.‘V.-. e A signature based IDS will monitor packets on the network and compare them
. against a database of signatures or attributes from known malicious threats.

e This is similar to the way most antivirus software detects malware.

e A common strategy for IDS in detecting intrusions is to memorize signatures of
knawn attacks. The inherent weakness in relying on signatures is that the
~ signature patterns must be known first.

ttacks are often unrecognizable by popular IDS. Signatures can be masked
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| Network Security 5-6 Security Practices

Disadvantages of network-based IDSs
h 1. Network-based IDSs may have difficulty processing all pack
| network.

2. Network-based IDSs cannot analyze encrypted information.
ether or not an attack was successful

ets in a large or busy

3. Most network-based IDSs cannot tell wh

4. Some network-based IDSs have problems dealin
involve fragmenting packets.

SR Host-based IDSs (HIDS)

B . ‘Host based monitors system logs for e
application activity in real time.

g with network-based attacks that

vidence of malicious or suspicious

B 1t requires small prograins or agents to be installed on individual systems to be
: - monitored. The agents supewiée the OS and write data to log files and activate
' alarm. : :

o Host-based IDSs operate on informatio
- computer system.

' 'ﬂus allows host-based IDSs to anal
. ,W';grecision,r determining exactly which
: jcular attack on the operating system.

‘ ased IDSs normally utilize information sources of two types, operating
sstem audit trails, and system logs.

ating System audit trails are usually generated at the innermost (kernel) level
rating system, and are therefore more detailed and better protected than

n collected from within an individual

yze activities with great reliability and
processes and users are involved in a

ent in which network traffic is encryPtEd'

on ( B they can help detect Trojal
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Host-based IDSs are harder ¢,
. ma

anaged for eve h : Nage, ag j :
manag Iy host momtored, lnfOm'\f:ltlon must be configured and

HIDS

. Broad in scope,
. (watching all network activities).

Narrow in scope
(watching only specific host activities).

. Easier setup. More complex setup.

. Better for detecting attacks from the outside. Better for detecting attacks from the
R inside.

~ Less expensive to implement. More expensive to implement.
‘-.'Ti)etection is based on what can be recorded - Detection is based on what any single
. on the entire network. host can record.

ines packet headers. Does not see packet headers.

Usually only responds after a

' -ti onse.
gar B e =T suspicious log entry has been made.

OS-specific.

independent.

e

network attacks as payload is

e

PDetects local attacks before they hit
the network.

ttempts , Verifies success or failure of attacks.
attemt 2., SV

gnsuccessful attack
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AL Intrusion Detection Techniques [, A distributed collection of hog
" S distributed intrusion delection i s

Network Secunty

Upport
Ported by a LAN or internetwork 'is called

>,

LRI i“h et 1O
= suspicious events and , tem, Fig 51 |
ke counting & LAN monitor 8-5.12 shows distributed ID architecture.
al of time, if count ' Host | Host
ed . . =
assumed establishing o - Agent
A J module
the actual system K o
means of neura| b Router
. 3 *
y rules to decide if :
o u'ientify‘v usage o
t behavior and Router
0 (m] a
H Manager
Cenlral manager jroudia Host Host

LAN monitor
Fig. 5.1.2 Distributed ID architecture

onents of distributed IDS

The distributed IDS consists of three major components.
1. Host agent module 2. LAN monitor agent module

3. Central manager module.

JEXE strengths of IDS
Intrusion detection systems perform the following functions well :
) 1. Monitoring and analysis of system events and user behaviors.

‘2. Testing the security states of system configurations.
then tracking any changes to that

3. Base lining the security state of a system,

Time-stamp
baseline.

s of system events that correspond to known attacks.

" 4. Recognizing pattern:
- 5. Recognizing patterns of activit
6. Managing operating system audit ar
~ generate.

y that statistically vary from normal activity.

ad logging mechanisms and the data they
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when attacks are detected.
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8 Intrusion Preventj Security Practices
1 lon System (IPS)

A Although IDS have beep
ne of
covered only one component of u:he ornerstones of network security, they have
d they a passive com € total network security pich}re <in)c,e lhe‘y have
on| : % N
Ponent which only detects and reports without

7

~ been an

promusing new model of intryy;
; 10N is developi v
the Intrusion Prevention Syitem de\elopu'\g and picking up momentum. It

‘ Fomterparts the DS, IPS fall into twg]:sa)teWhi,ch' is to prevent attacks. Like their
_ ;;:::‘:P:;;;sed Intrusion Prevention Sygsot::s 1‘2119;‘;’:)”""359‘1 L e

1 :Venb'ng thensn :sz:::;‘;;iy t:etecting intrusion into the network without
e been bundling up DS aid :ir:::;:l‘l:s, many organization in recent times
 then prevent. 0 create a model that can detect and

1e bundle works as follows.

IDS i i
'::::Ck tl.i:'o]r'\;ss ﬂ: network‘ with a firewall behind it. On the detection of an
access, 1 en goes u.no the prevention mode by altering the firewall
; : ;bn ol rules on the firewall. The action may result in the attack being
ocked based on all the acces control regimes administered by the firewall.

e IDS can also affect prevention through the TCP resets; TCP utilizes the
RST (reset) bit in the TCP header for resetting a TCP connection, usually sent
as a response request to a non-existent connection. But this kind of bundling is
both expensive and complex, especially to an untrained security team. It suffers
from latency - the time it takes for the IDS to either modify the firewall rules or
issue a TCP reset command. This period of time is critical in the success of an

attack.
2. Host-based Intrusion Prevention Systems (HIPSs)

; a. Most HIPSs work by sand-boxing, a process of restricting the definition of
acceptable behavior rules used on HIPSs. HIPS prevention occurs at the agent
residing at the host. The agent intercepts system calls or system messages by
utilizing dynamic linked libraries (dll) substitution.

b. The substitution is accomplished by injecting existing system dlls with vendor

stub dlls that perform the interception.
e Fig. 5.1.3 shows the placement of IDS and IPS.
e IDSs are slow and cannot be in-line with the packet stream. IPSs use ASICs for

speed; can be in-line with the packet stream. Therefore can stop attacks.

1 ®
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, To break the password file, the atta

a user, hash it and cher ess

then compare it with
o In UNIX, the 8 characters of th
. S € passw, 4 5-bit stri
rves as key for (modified it lg-bit :O"d G DR sy o 4 bl 9

1 . Sall”\'al : 2 5 y its all 0
and iterate DES encryption 25 times: the result ue.)“DES ekt sy l.th bt b"_\ ‘ d
and will be stored in the file, ult will be the hash of the passwor

entially has to “guess” the password of
the entry in the password file.

o The salt prevents duplicate passw

ords f 1 1 > 8] ile.
BE5 1 shows loa ding L rom showing in the password file

Password.
aalt password
12bits 56 bits Password File
Userid salt Epwd[salt,0]
crypt (3) — Load ¢
11 characters =
Marks 16

y diagrams.
.16, Matks Te 4 Fig. 5.2.1 Loading a new password
o . Ciphertext password is stored in the table together with Salt. UNIX passwords
~ were Kkept in a publicly readable file, etc/passiords. Now they are kept in a

“shadow" directory and only visible to “root”.

c.~-15, Marks 16

17, Marks 16

@)Y

The salt serves three purposes :
1) Prevents duplicate passwords from being visible in the password file. //Even
if two users choose the same password, their ciphertexts will differ//

‘ may take ~ 2) Effectively increases the length of the password by two chars. //Makes
that system or ! password guessing difficult//
| : 3) Prevents the use of hardware implementations of DES,

il Password Protection

® Password is a front line protection against the unauthorized access (intruder) to
the system. A password authenticate the identifier (ID) and provides security to
the system. Therefore almost all systems are password protected

TECHNICAL PUBLICATIONS® - n up-thrust for knowledge
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. Computer generated Password

. Reactive password ChGCRing

. Proactive password Checking
‘Password Selection Strategies
: Eliminate guessable passwar

‘that are memorable. ds while allowing users to select passwords
1. User education

e Told the importance of hard-to-guess passwords.
© Provided guidelines to select strong passwords.
~ © Many users ignore guidelines.

‘Computer-generated passwords. Passwords will be random in nature and will
be hard to memorize.

- © Disadvantage : Difficult to remember.
Programs exist to generate random passwords that can be pronounced, but
still difficult to remember
ctive password checking.
§ystem runs its own password checker to find guessable passwords.
e Users given a deadline to change the password.
4. Proactive password checking.
© A user is allowed to select his password.
© At the time of selection, the system checks to see if the password is
allowable.
It rejects the password if not allowable.

smﬁﬁng When a session

password pair; user must The most promising approach.
“respond with the correct : Problem : How to efficiently and effectively check for passwords. It is not
t in each instance. One practical to maintain a list of bad passwords and check it.

oper authentication due fo
- m Firewalls

password system such as

' Information systems in an organization have changed vary rapidly over the years
from centralized data pmcessmg LANs, WANSs and Internet connectivity.

d is 8 random character i is essential for the organization enabling access to

e gaussable passwords The Internet connectivity

outside world. Also it is a threat to the organization if not secured from intrusions

(unauthorized access/users).

A &) NNOC sucAnows‘T" - an up-thrust for knowledge
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walls can also filte :
3 T traffic by Packet attribut,
ions of firewall € or state.

firewall cannot prevent individual sers 1

the network, by passing the frew ith modems from dialing into or out

all altogether.

loyee misco:
YE mduct or carelessness cannot be controlled by firewalls

1. Network level : This guards the entire network from unauthorised intrusion.
f‘\n example of this technology is packet filtering, which simply reviews all
information coming into a network and rejects the data that does not meet a
. predefined set of criteria.

ntrols access on an application by
permit access to
such as FTP.

2. Application level : This technology co
application basis. For ‘eXamiple, proxy servers can be set up to
some application, such as HTTP, while blocking access to others,

sign goals
Firewalls are very effective means for network based security threats. The design

goals for firewall are as under
1. All the traffic must pass through firewall both from inside to outside and

Stalsee if it meets outside to inside.

orks, otherwise it is llowed to pass.

G- 2. Only authorized traffic defined by local security is a

s immune t0 penetration.

3, Firewall itself

also manage public
ons. It can be used to
arms when hostile or

thrust for knowledge
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are used, implementing Packet filte
of security at a low network layer.

type of firewall only works
ok 3 at the network lay S
pport sophisticated rule based models network layer however and does not

TIng at the router level affords an initial degree

?cket. ﬁllfe:mir;outer'applies rule to each incoming and outgoing IP packet,
i B 2Rcr irds it. Fig. 532 shows packet filtering router.
J N

|
'
'
|

Fig. 5.3.2 Packet filtering router

Filtering rules are based on information contained in the network packet such as
i. Source IP address

ii. Destination IP address

iii. Source and destination transport level address.

iv. IP field.

v. Interface
" e Attackers can try and break the security of the packet filter by using following

) ~ techniques.
the OSI model, or the 1P i IPaddress spoofing,
A router is a device that " ii. Source routing attacks

-

il Tiny fragment attacks
e Packet filtering provides a useful .lev
. used in packet filtering is a screening router.

¢l of security at low cost. The type of router

Rules can include source
ber and prytoeol uped.

N able free o

= sleleied” CUBLICATIONS® - an up-thrust for ¥nawledge

asri21.04@gmail.com)


https://www.studocu.com/in?utm_campaign=shared-document&utm_source=studocu-document&utm_medium=social_sharing&utm_content=unit-5-ccs354-summary-computer-science

Secunity Practices

port level. Some
een a private

g o 15

g~

@n%gc}gglgy S.Bhagya

ok Secunty
Y 5.21
Secunity Practices

3, If the packet is from TROUBL.
it. EHOST, no matter what its destination, discard
4. If the packet ;
3 check .ﬁ see if::?: :t:\(ia:tf the first rule ie. it's not from TROUBLEHOST,
on ; otherwise, discard it, Or port 25 on out SMTP-Mail host. If it is, send it

5, If neither of the first two ryles .
. Every packet has a set of heade aPp]y,. t!xe packe? o fejected by rule turee: |
4 TS containing certain information. The information

Rl o ice access, b) IP destination address.

. ) Protocol (whether the packet is a TCP, UDP or ICMP packet)

d) TCP or UDP source port, €) TCP or UDP destination port.
f) TCP ack flag.

4, Inspection module

,l'f‘t-he header information listed above doesn’t give you enough elements for
._:settu‘lg.up rules, you can use a packet filter that has an inspection module. An
i mspechon .module looks at more of the header information ; some can even look

‘at the application data itself.

s For ef(emple, ‘by inspecting the application data, the module can deny- packets the
contain certain application commands, such as the FTP put command or the
- SNMP set command.

te evaluation

The header of a TCP packet contains an indicator called the ACK flag. When the

ACK flag is set, it means that the incoming packet is a response to an earlier

outgoing packet,

e If the flag is not set, the packet is not a response to an earlier outgoing packet,
and therefore is suspect,

o It's common to set a screen rule to allow incoming packets that have the ACK flag

set and reject those that don't. 2

o UDP doesn’t use an ACK flag or any other similar indicator, so there’s no way for
the screening router to know whether an incoming packet was sent in response to
~ an outgoing packet. The only safe thing to do in that situation is to reject the

packet.

o That's where sta
evaluation capability, “remembers”
length of time (set by system administrator).

hagyasri21.04@gmail.com)

te evaluation comes in a screening router that has the state
the original outgoing packet for a certain
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1, Application gateway provides high (eye)
2. Easy to configure. -
They can hide the private network topg,
ogy.
It support user level authentication, =

Capability to examine the all trafsic in detail

of &
Of security than packet filters

rantages

High impact on network performance

Slower in operation becaus i

3 P ecause of processing overheads.
Not transparent to users.

Circuit Level Gateways

o Circuit level gateways work at the session layer of the OSI model, or the TCP
layer of TCP/IP. They monitor TCP handshaLing between packets to determine
Y hether a requested session is legitimate. Information passed to remote computer
__Q_hrough a circuit level gateway appears to have originated from the gateway. This
is useful for hiding information about protected networks. 5 ;

Packets at the

o Circuit level gateways are relatively inexpensive and have the advantage of hiding
information about the private network they protect. On the other hand, they do
ot filter individual packets.

The circuit level gateway does not permit end-to-end TCP connection but two TCP
connections are set-up. A typical use of circuit level gateway is in situations when
system administrator trusts the internal users.

IP  Application gateway 1P
K

packet . packet
HTTP :5
smTp | L2 L

TELNET

Inside host Outside host
nside

Fig. 5.3.4 Circuit gateway

€ studocu

=5 &, t for knowledge
51121 040 grall comACHNICAL PUBLICATIONS - PS¢


https://www.studocu.com/in?utm_campaign=shared-document&utm_source=studocu-document&utm_medium=social_sharing&utm_content=unit-5-ccs354-summary-computer-science

\ o hetween Packet Filter and Proxies RS :
’ Comparison : Ny yetwork s 5-25
e —— 5 s Security Practices
e packet filter ro By B
er of OS1 and IP layer et \\| i
e : I
OUIer ¢ \\- I r
firewall t nner - .
> | Ry frznz 0 gl
" Untrusted | oMz I -
zone 1 semi-trusted I Trusted
] Zone ] Zone

Fig. 5.3.5 DMZ network
?raffg;;wem;khtemit is filtered, but some of it is allowed to reach systems in
t,he - . l; oy A 'SGTVers and mail servers. If an attacker succeeds in
‘breaking into. a system in your DMZ, they won't gain access to your internal

ﬁetwork E e coming from the DMZ is filtered before being allowed into the
_ internal network.

To create a DMZ, you can use two firewalls. Our illustration shows an outer
K _grewall that separates the DMZ from the Internet and an inner firewall that
- separates the DMZ from the internal network. The outer firewall controls the

3

o= trafﬁc from the Internet to the DMZ. The inner firewall controls traffic from the
DMZ to the internal network.

The external firewall provides a measure of access control and protection for the
DMZ systems consistent with their need for external connectivity. The external
firewall also provides a basic level of protection for the remainder of the
enterprise network.

 Internal firewalls serve three purposes :

- i. The internal firewall adds more stringent filtering capability, compared to the
exterﬁal firewall, in order to protect enterprise servers and workstations from
external attack.

1 network to the DMZ are permited,
itted to the external network, hoss
k.

ii. The internal firewall provides two-way protection with respect to the DMZ.

iii. Multiple internal firewalls can be used to protect portions of the internal
network from each other.

; SVLY. el Virtual Private Networks (VPN)
?’ 'mail, web and DNS servers.

‘& Virtual Private Networks (VPN) provide an encrypted connection between a user's
ﬂi‘stributed sites over a public network (e.g., the Internet). By contrast, a private
network uses dedicated circuits and possibly encryption.

]
INICAL PUBLICATIONS ™ - an up-thrust for knowiedge
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e Use of a public network exposes corporate e t¢.> eav:deP"’;i an.d Provide
an entry point for unauthorized users: To counter this problem, a N is neege d.
fion:and authentication in the lower protocol layers to Provide

therwise insecure network, typically the lnfErne:

r'eql‘-,P’iva'té networks using private lines by, l'el);

Secunty Practices

e VPN uses encryp
secure connection through an ©

| VPN are generally cheaper than I¢ A
b g g Feotng. e ysarme encryption and authentication system at both eng The A i
| 2L L T by firewall software or possibly by routers. The TRtamet L‘
pE Ea e for this purpose is at the IP levg] and i Packer
- filtering
R router ’

control Security -
K rity
done b Information Private
1 ¥ network server network
hosts

‘Fig. 536
Seteaned host, single homed bastion host

- I:l.le ba'Shon host performs authentication and proxy functions
- This configuration affords flexibility in prov proxy functions.
creened host, dual homed bastion

Fig. 5.3.7 shows dual homed bastion,

iding direct internet access.

; ecunty across the *
Hacks and provide
‘Stand-alone - firewalls

Information network
server hosts

Fig. 6.3.7 Dual homed bastion

e This configuration prevents'a security breach. The advantages of dual layers of
security that were present in the previous configuration are present as well.

"« An information server or other hosts can be allowed direct communication with

the router if this is in accord with the security policy.
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! for an arganization. |

|
s submet firewall
csefs on trusted network ? Explain |
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Blockchain

. Blockchain technology i
~ of ownershi fo OBY 15 a decentralized, distrib
P cr digital assets, Any dat uted ledger that stores the record
~ modified, making the technology a l: '-st.ored on blockchain is unable to be
yaymems, Cybcrmumy and healthcare gitimate disruptor for industries like
itcoin stores all its transacti
nsactions onto a public database called as blockchain.

blockchain is a com

) puter file f : 3

atabase. The data is distributed (ioer :torl{\g data. Or, it is an open, distributed

hole blockchain is entirely dccenlr.aiisc:Phcawd) st oty compulery and (2

This means no one perso : .

A over the block Chainf:his ?so: cn:ty (say, a government or corpomtion) has control

' are controlled and admini radical departure from the centralised databases that
A e nistered by businesses and other entities.

ain 1 Rl

e inform;sti:: (:P::: distributed database - Essentially, a computer file for

":\.lp B ks of data a ; The name comes from its structure : The file is made

AN conT:imeadd‘t bl(ock is linked to the previous block, forming a

: ,-d’ 1ain. ata (such as tr i 5 c

I ot block was edited or created. ansaction records), plus a record of

, Blockchain technology consists of three important concepts : blocks, nodes and

o A blockchain can be broken down into two components: the block and the chain.

. A block is.a collection of data that is linked to other blocks chronologically in a
virtual chain. Each block also contains a timestamp and so it is clear when the

data was recorded and stored.

e« Attractive properties of Blockchain.
1 Log of data with digital signature

2 Immutable
3 'Cryplographically secure , privacy preserving
4 Provides a basis for trusted computing on

built.

top of which applications can be

Blockchain Technology Layers

Blockchain technology consists of five laye
data layer, network layer, consensus layer,

e However, blockchain technology layers can @
Layer 1, Layer 2 and Layer 3

plication and presentation layers,

rs i Ap)
ware layer.

infrastructure or hard
lso be categorized as : Layer 0,




Secunty pp,, Clces

DR e 0,

e Fig 54.1 shows Blockchain technology layers:

Network Secunty

.

nsa records. The first
. \ft that, every new block added (o
s block through an iterative process, And

A Eé transaction data to arrive
This means that every node
for fast communication.

-
5 " The consensus Layer

5-31
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It is the network layer that ¢
discovery, block creation gn4q ;lq
also referred to as the ‘Propagat

litates this ‘inter-
Ock addition are 5
on layer;

node communication’. As node
Iso managed by this layer, it is

This layer is responsible §

transaction validation wij| n:o: :ﬂmactic,n authentication. Without this layer, the
implements the protoco], whichke Place, thus leading to system failure. T}fns ’layer
single transaction. needs a speafic number of nodes to validate a

Multiple blocks may p

blockchain due to a lirgeenfomd concurrently, resulting in a branch in the
and adding them to the blll(::ﬂ ?f Bodes Processing transactions, bundling them
B Diced at all times, and thed:am However, a single chain block addition is
addressed. onsensus layer guarantees that this dispute 1s

Application and Presentation Layer

The application layer consi
_establish b‘“kch:'in ::::::5 :f the Programs that end-users take advantage of to
X communication. Smart contracts, decentralized

applications, Scripts, User
B ton layer Interfaces, APIs and Frameworks Constitute the

Four different kind : )
e blo.;kchain: of blockchain architecture are public, private, consortium and

A public b in i >
se:d transz:::'kd\am 158 .fully decentralized platform where anyone can read and
ions. The valid transactions are included in the ledger.

A public blockchain is a non-restrictive, permission-less distributed ledger system.

PI-IbllC‘ blockchains are secured by cryptoeconomics, a combination of economic

incenhvef% and cryptographic verification. The degree of influence in the consensus

process is proportional to the quantity of economic resources brought in the

system.

Public blockchains are being used extensively in the mining and trading of

bitcoins in the modern day.

Ethereum, provider of a decentralized platform and programming language that

helps running smart contracts and allows developers to publish distributed

applications.

Public blockchains tend to have longer validation times for new data than private
kchains.

s h uaeﬂu PI-IBMC‘TIONS0 + an up-thrust for knovdedge
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2. Private Blockchain

3. Hybrid Blockchain

4. Consorﬂum Blockchain
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Example : Bitcoin, Ethereum, Litecoin:

rmissions are kept centralized to one organizati,
ermissions are tightly controlled and rights 4,

thority-

ithin an organizaﬁon or enterprises where

ckchain network.

fraudulent. activity and malicioys

Ch-ail:‘l write Pe
access and
to the central au

In a private block
In this system the
modify are restricted
Private blockchains are usually ':'SEd wxf tio
only selected members are participants © &

Private blockchains are more vulnerable to
actors.

Private blockchain 1
digital identity, asset
Examples of private bl
Sawtooth), Corda, etc.

etworks are deployed for voting, supply chain managemeny

ownership, etc:
lockchains are;

mulﬁd‘}ﬂiﬂ and hyperledger projects (Fabric

Hybrid blockchains use both private and public blockchains, rather than being 5
standalone solution- :
Hybnd blockchains are plockchains that are controlled by a single organization but
also have some supervision given by the public blockchain. This supervision s
required mv_w'ry out specific transaction validations, hence hybrid blockchains are
important. :

With hybrid blockchains,
private blockchain to keep the
fingerprint of the data on a public blo

Example of a hybrid blockchain is Dra

a company may put their data or transactions on a
information confidential but put a digital

ckchain to secure it.

gonchain.

ijoned blockchains governed by a group of

Consortium blockchains are permiss
s in the case of the private blockchain.

organizations, rather than one entity, a
Consortium  blockchains, therefore, enjoy more decentralization than private
blockchains, resulting in higher levels of security.

Consortium or federated blockchains operate: with a particular group of
participants who control the blockchain, rather than a single entity. This group sets
the rules, edits or cancels incorrect transactions and solicits cooperation among its
members, according to a Blockchain Council report.
However, setting up consortiums can be a frau
cooperation between a number of organizations,
challenges as well as potential antitrust risk.

ght process as it requires
which presents logistical

TECHNICAL PUBLICATIONS® - an up-thrust for knowlodgo
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m Advantages and Disadvantages of Bloc
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Consorlium blockchains are :
¢ only useful for smaller groups where the identity of

the participants can be determined

Examples of a consortium or feder
t :
Quorum. ated blockchain include Hyperledger, Corda and

gl The Challenges for Adoption of Blockchain

Inefficient Technological Design.
Low Scalability : Another one
of the challenges of 1

¢ 4 g smenting blockchain 15
calability. In reality, B R
iser nuni/bcr mcma}q, blockchains work fine for a small number of users. When the
Sl lri‘es on the network, the transitions take longer to proc
i< 5 ctions cost higher than usual and this also restricts more users on

the network.

ess. As a

adoption

High Energy Consumption : Energy consumption is another blockchain
cture and

challenge.‘Most of the blockchain technology follows Bitcoin's infrastru
uses proof of work as a consensus algorithm.
ementing blockchain in

No Regulation : This is one of the main challenges of impl
ans of

an organization. Many organizations are making blockchain technology a me

about it. So, no one follows any

transaction. There aren't any specific regulations
speciﬁc rules when it comes to the blockchain

Blockchains Can Be Slow : The blockchain is complex. That's why
ess any transactions. Also, the encryption of the system mak

it takes more
time to proc es it even

slower.
ities depends on how

. The success of utilizing Blockchain capabil
arty environment

ata format has been defined in a multi-p
ated characteristics such as its depende

Data Format
well the transaction d
and keenly observing its rel ncy on other

information.

kchain

Advantages :

Reduced cost and increased efficiency.

Improved security by protection.
. The blockchain r
edited or manipulated.

esponsible for keeping record of all the

Secure transactions
transactions cannot be
High availability and accessibility

Reliability

® an up-thrust for knowledge
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-W' = . h) Data - All the information Stored, modified and
High implementztion 0= s i) Applications - Tradis : aocessed
: cork users validating & ' sustes, efc) fonal software Services (email, tax software, productivity
. = _hvenﬂ" v g the sam _ STLES, et software, productivity
it | . 4 i) End-user hal'dm ~ Comn .

gevicss, eic puters, mobile devices, Intemet of Things (iol)

e Cloud computing security add
across all the different eem;d s both physical and logical security issues
also addresses how these models of software, platform and infrastructure. It
Services are deliverad in the Public. Private, Hybnd and
Community delivery models, te, Hybnd ar

Cloud Security Challenges and Risks

» Cloud
1. Da:n?“mmlgsecum\ challenges all into three broad categories
i an s Qa‘mgdatabathat?stardmt:ar‘m
Al : 2

2 User Authentication : Limiting access to data and monitoring who accesses the
data.
- 3. Disaster fnd Data Breach : Contingency planning.
e Data Protection : Dafa needs to be encrypted at all times, with clearly defined
roles when it comes to who will be managing the encryption keys.
» User Authhahon : Data resting in the doud needs to be accessible only by
 those aw to do so, making it critical to both restrict and monitor who will
be accessing the company's data through the doud.
In order to ensure the integrity of user authentication, companies nead to be able
to view data access logs and audit trails to verify that only authorized users are
accessing the data.
Contingency Planning : With the cloud serving as a single centralized repository
for a company’s mission-critical data; the risks of having that data compromised
due to a data breach or temporarily made unavailable due to a natural disaster are
real corcerns.
If information is encrypted while passing through the cloud, who controls the
encryption/decryption keys? Is it the customer or the cloud vendor? Most
customers probably want their data encrypted both ways across the Intemet using
Secure Sockets Layer protocol.
They also most likely want their data encrypted while it is at rest in the cloud
vendor's storage pool Be sur that, the customer «<ontrol the
encryption/decryption keys, just as if the data were still resident on Own servers.
Data integrity means ensuring that data is identically maintained during any

perahon.
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Cloud-based! seryicesibil result in many mobile IT users accessing businm d [ @ General Issupg Securi Socurity Practicos
s Cloud-ba ithout traversing the corporate network, This will incregg, the aty P : ring the Cloyq
and services withou trols between mobile users and n ~ e The common s

curity issyes .
+ categories : round cloud computing divide

a) Cloud infra»lmclure,

related to possible t

; Storage

b) Data : This category omprises the ;

data remanence, Provenance and ¢
concerns,

for enterprises to place security con d"“d‘based

d into four main

platform and hosted code

Vi"““"l"llion, ¢ This comprises concerns

and networking vulnerabilities,

concerns around data integrity, data lock in,
Ma confidentiality and user privacy specific

al mﬂ@mﬁeﬂ from

ultip|,

¢) Access : This ’
Ilionn] €Omprises the concern around

authorization and cloud access (authentication,
N ACCESs control or AAA), encrypted data communicati d
user identity management unication an

‘ d) Compliance : Because of jy, size
ttracti i

sical h\fmtrgcturc ing B :a::“l::frau'ennon ]

Aactivity monitoring |, h ion;

u\ﬂt their rmu‘ce' ¢

and disruptive influence, the cloud is
2o egulatory agencies, especially around security audit,
peration trace - ability and compliance concerns

;{| 1oT Security

to cloud cmeuung | ¢ Internet of Things (!OT) security is an approach to safeguard IoT devices connected
‘s rather than the G r0s 2 network with protective measures while also preventing cyber-attacks

IoT  security refers 10 strategy of safeguards that help protect these

due diligence iy - Internet-enabled devices from cyber attacks. Its a fairly new discipline of

ible, lﬂavjnk with 4 cjbenmcurily, given the relatively recent introduction to these non-standard
~ computing devices

o loT security provides blanket protection to networks, systems, devices and data

. nu-‘:ln‘ "'.l\' 1 ‘m- S(mllll
) b from a host of 16T security attacks.

vho are not authorized to yee
oy S o The two key goals of loT security are to
1. Make sure all data is collected, stored, processed and transferred securely

3

2. Detect and eliminate vulnerabilities in loT components
o [oT security is part of the organization’s overall cybersecurity strategy It is
important to treat connected devices with the same level of security as they would
a traditional endpoint, such as & computer or smartphone

¥ :m 10T Security Challenges

;}' o 10T devices encounter several security challenges that pose a risk for organizations

and enterprises using them

S 21.04@gmail.com) et
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challenges ity - Improper handling of d“\'i“"rt‘lated
urity -

hese devices don't g

e Certain notable IoT security *
1. Many loT devices lack -buJ B
secu;'ity risks, which pnmanly
updates.
i d de
2 Weak credentials an i
force attacks or password hacking 5
“’
3. Ongoing hybridization of both rans:lil;
vulnerable to different types of attacks.
ini urr
4. Use of IoT botnets for mining cry}?toc
and availability of data in IoT devices.

es because t et reguly,

; rices vulnerable to |
sswords make device Tute
fault pa Lo

and malware strains makes devices

ency risks the confidentiality, imegrit}'

security is the laclk
eatest threats to IoT security ack of
tion - One of the gr <t . L
5. Lack of. enC!'}’Pre ar transmissions. Many IoT devices don't encrypt the data
eanYPnc;n or}\\iCh means if someone penetrates the network, they can intercept
9 w . 1 o
thec)i, Set? ls and other important information transmitted to and from b,
credentia

device.

Two Marks Questions with Answers

A e —————

IR

Q.1 What is an intruder ?

Ans. : Accessing a network unauthorizedly is called intrusion.

Q.2 What is intrusion detection system ?

Ans. : An Intrusion Detection System (IDS) is a system for detection unauthorizeq
access to the system.

Q.3 What are the design goals of firewalls ?
Ans. : 1. All the traffic must pass through it.

2. Only authorized traffic is allowed to pass.
| 3. Firewall itself is immune to penetration.
|

Q.4  Who is masquerader and who is clandestine user ?

Ans. : 1. Masquerader : An unauthorized user who penetrates a system

access control
and exploit an user account.

2. Clandestine user : A user who seizes su

suppress audit collection,

Q5 What are the major i -
intrusion d;;zgﬁu&%!{t N ad %ﬁtl&d&ﬁ%e design of a distributed

| a Dov?r‘n’l‘oaﬁxast:)tf%h%ya Sri (s.bhagyasri21.04@gmail.com) AU : May,m CSE
; n 5 - ’
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pervisory control of system to
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